	B O R O U G H   O F  K E T T E R I N G



	Committee
	MONITORING & AUDIT

	Item

A4
	Page 1 of 3

	Report 

Originator


	Head of Finance

Paul Sutton
	Forward Plan Ref:

N/A

	Wards Affected
	All
	23rd November 2010


	Title
	Review of Risk Management & Business Continuity


	B O R O U G H   O F  K E T T E R I N G



	Committee
	MONITORING & AUDIT

	Item 

A4


	Page 3 of 3



1. PURPOSE OF REPORT
1.1. The purpose of this report is to present the reviewed and updated Risk Management Policy, Strategy and Corporate Risk Register and the reviewed Business Continuity Plan.
2. INTRODUCTION & BACKGROUND

2.1. The Council’s risk management & business continuity procedures were last reviewed in September 2009.  Risk management and business continuity are key elements of the Council’s internal control system and should be reviewed on a regular basis.



2.2. The Council has worked with Zurich Municipal to refine its approach for both elements.  The work on risk management has now been in place for in a year and is becoming embedded across the Council.  The work on business continuity has so far produced a new business continuity plan for the Council.  Work continues on individual plans, which support the main plan and these will be reported to this Committee in due course.



2.3. The outcome of the current review is a refreshed risk management policy, strategy, toolkit, risk register and business continuity plan.  


3. RISK MANAGEMENT

3.1. The Council’s revised Risk Management policy and strategy statements are attached at Appendix A & B. They explain in detail the rationale, objectives and process behind risk management.  In addition, a user friendly summary or toolkit Appendix C has been produced and distributed to staff to explain the Council’s approach to risk management and their responsibilities.


3.2. The management of corporate risk is a critical factor in the successful delivery of services, use of resources and decision-making.  It underpins good corporate governance and assists management in the fulfilment of their corporate responsibilities.



3.3. The Council maintains a Corporate Risk Register to assist in the management of its corporate risks.  The register was last refreshed in September 2009.  It is important that the Corporate Risk Register is reviewed regularly to take account of any changes in risk levels or to identify any new risks.


3.4. A review of the Corporate Risk Register was undertaken by the Council’s Corporate Management Team (CMT).  CMT first considered all existing risks to establish whether they were still a corporate risk, removing those that were no longer applicable.  A number of new risks were identified and then all of the risks were assessed and scored for their inherent impact and likelihood.  In addition, a mitigation plan has been completed for each of the “Red” risks identified in the register.



3.5. The revised Corporate Risk Register and Mitigation Plans are attached at Appendix D & E.


4. BUSINESS CONTINUITY
4.1
The Council has undertaken a fundamental review of its business continuity processes and procedures working with Zurich Municipal who are experts in this field.




4.2 The first part of the review was to set the business continuity policy and strategy.  These are attached at Appendix F & G set the framework for the Business Continuity Management (BCM) Programme.



4.3 The strategy and policy indicates the authorities’ clear buy-in to the implementation of the BCM programme and makes a public statement of intent.



4.4 The main elements and purpose of this BCM strategy and policy is to;

· Assign accountability for BCM;

· Demonstrate strategic support for BCM;

· Identify key roles & responsibilities;

· Gain assurance that the BCM programme is aligned with the organisational strategic objectives;
· Set the framework for compliance with all aspects of the Civil Contingencies Act 2004.
4.5 The table below details the document structure, which the council has used to manage its continuity arrangements.  At this stage the Policy, Strategy and Business Impact Analysis are complete however the Incident Management Plan and the three threat plans for staff, property and ICT are still in draft.
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4.6 The Business Impact Analysis (BIA) is attached at Appendix H, its purpose is to set priorities around which robust business continuity planning can take place. 
The BIA identifies the main services that are critical (Mission Critical Activities) to the Council and the nature of the potential threats against them.  The mission critical activities are prioritised and the key threats identified are listed below: -


· Loss of Staff;

· Loss of Property;

· Loss of ICT;


4.7 The BIA also assesses the likelihood of the threats occurring to help the Council mitigate against the most likely and also to assist with incident management planning and the individual threat plans.
These are currently still in draft and will be completed for Committee approval as soon as possible.
5. RECOMMENDATIONS
5.1. That Monitoring & Audit Committee approves the refreshed Risk Management Policy, Strategy, Toolkit and Corporate Risk Register.


5.2. That Monitoring & Audit Committee approves the Business Continuity Policy, Strategy and Business Impact Analysis.
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