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1 Introduction

This annual report provides my opinion (see section 2) as the Head of Internal Audit to Kettering Borough Council. It also summarises the activities of

Internal Audit for the period 1°* April 2017 to 31° March 2018.

The Council is required by the Accounts & Audit Regulations 2015 to “to undertake an adequate and effective internal audit of its accounting records
and of its system of internal control, taking into account public sector internal auditing standards or guidance”. The Public Sector Internal Audit
Standards (PSIAS) require the Head of Internal Audit to provide a written report to those charged with governance, to support the Annual Governance

Statement, AGS), setting out:

e An opinion on the overall adequacy and effectiveness of the organisation’s control environment ;

e Disclose any qualifications to that opinion, together with the reasons for that qualification;

e Present a summary of the work carried out by Internal Audit during the year from which the opinion is derived, including any reliance that is being
placed upon third party assurances;

e Draw attention to any issues the Head of Internal Audit deems particularly relevant to the Annual Governance Statement (AGS)

e Consider delivery and performance of the Internal Audit function against that planned;

e Comment on compliance with these Standards and the results of any quality assurance programme.
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The Council should consider my opinion, together with management assurances, its own knowledge of the organisation and assurances received
throughout the year from other review bodies (such as External Audit) when producing its AGS.

My opinion takes into account the range of individual opinions arising from risk-based audit assignments that have been reported throughout the
year. An internal audit plan was developed to provide you with independent assurance on the adequacy and effectiveness of systems of control
across a range of financial and organisational areas. A summary of the work we have performed and delivery against the plan is provided in

section 3.

Alongside the delivery of the operational internal audit work, we have met regularly with Council management to ensure any issues regarding our
performance can be highlighted and any necessary action taken to resolve these. Following each audit, management are also requested to provide

feedback on the service received. No significant issues or concerns regarding the internal audit service have been raised to date.

I have discussed and agreed this Annual Report and Head of Internal Audit Opinion with the Head of Resources. Further detailed findings, conclusions
and recommendations in the areas covered by our internal audit plan are detailed within the progress reports and individual assignment reports that

have been issued to the Committee during the year.
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2 Annual Head of Internal Audit Opinion

Roles and responsibilities
The organisation is responsible for establishing and maintaining appropriate risk management processes, control systems, accounting records and

governance arrangements.

Internal Audit provides an independent and objective opinion to the organisation on the control environment and plays a vital part in advising the

organisation whether these arrangements are in place and operating correctly.
The Annual Governance Statement (AGS) is an annual statement that recognises, records and publishes an authority’s governance arrangements.

In accordance with PSIAS, the Head of Internal Audit (HoIA) is required to provide an annual opinion, based upon and limited to the work performed,
on the overall adequacy and effectiveness of the organisation’s risk management, control and governance processes (i.e. the organisation’s system of
internal control). This is achieved through a risk-based plan of work, agreed with management and approved by the Audit Committee, which should

provide a reasonable level of assurance, subject to the inherent limitations described below.

The opinion does not imply that Internal Audit have reviewed all risks and assurances relating to the organisation. The opinion is substantially derived

from the conduct of risk-based plans. As such, it is one component that the organisation takes into account in making its AGS.
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The Head of Internal Audit Opinion

My opinion is set out as follows:
1. Overall opinion;

2. Basis for the opinion;

My overall opinion is that significant assurance can be given that there is a generally sound system of internal control, designed to meet the
organisation’s objectives, and that controls are generally being applied consistently. However, some weakness in the design and/or inconsistent

application of controls put the achievement of particular objectives at risk.

The basis for forming my opinion is as follows:

1. Aninitial assessment of the design and operation of the underpinning risk management framework and supporting processes; and

2. An assessment of the range of individual opinions arising from risk-based audit assignments contained within internal audit risk-based plans that
have been reported throughout the year. This assessment has taken account of the relative materiality of these areas and management'’s progress
in respect of addressing control weaknesses.

3. Any reliance that is being placed upon third party assurances.
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3 Work undertaken during the year

Summary of assurances provided

During the course of the year we have conducted work to provide assurance over financial, governance and operational systems. Appendix One

summarises the assurance levels we have given.

Delivery of the plan

An internal audit plan for 2017/18 was developed to provide you with independent assurance on the adequacy and effectiveness of systems of
control across a range of financial and organisational areas. To achieve this our internal audit plan was divided into two broad categories; work on the
financial systems that underpin your financial processing and reporting and then broader risk focused work driven essentially by principal risk areas

that had been identified in your risk register. A summary of work undertaken is included below:

e During the year we have undertaken reviews of your core finance systems and given full or significant assurance with regard to the management

of risk in these areas (with the exception of creditor payments — moderate assurance).

e Key income and expenditure systems such as Council Tax, Business Rates and Benefits have been subject to detailed audit review and controls

were found to be operating effectively.
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e We have undertaken a number of pieces of work on areas of principal risk. In general we have been able to conclude that these systems are

robust and operate in a good control environment.

It is my view, taking account of the respective levels of assurance provided for each audit review, an assessment of the relevant weighting of each

individual assignment and the extent to which agreed actions have been implemented, that you have a generally sound system of internal control.

We are pleased to report that our work has not highlighted any weaknesses that should be regarded as Significant Internal Control Issues that would
require disclosure within your AGS. We did however identify some weaknesses in control that caused us to limit the level of assurance we could give in

the following areas:

e Creditors: After taking into account ‘order exempt' supplies and services, there continues to be a significant number of invoices paid without being
supported by an official order, or which are supported by an order that has been raised on or after the date of the invoice. It was also noted that
just over one quarter of all invoices paid in quarter 2 were for ‘order exempt’ supplies and services. This may indicate that a review of supplies and

services that are currently classed as ‘order exempt’ may be necessary.

e Cyber Security: This audit confirmed that the Council was protected against the recent “Wannacry” malware infection, which a number of public
bodies had been exposed to, because it had applied the relevant software patches. However we found that some machines were running older
versions of other software that could leave them vulnerable to attack. Malware and phishing attacks (emails containing spurious malicious links or
malware) are expected to continue to pose a major risk, so the lack of specific cyber security training and simulated phishing attacks mean it is not
possible to assess the Council’s vulnerability in this area. A number of other recommendations were also made to improve that Council’s

protection against malicious cyber attacks.

CW Audit Services Internal Audit Annual Report 2017/18 - Kettering Borough Council
6



e Anti-Fraud & Corruption: This review highlighted the need to complete and document a fraud risk assessment and resilience check, an Anti-

Fraud and Corruption Strategy, an annual action plan and a Fraud Response Plan.

e Car Park Income: The audit highlighted that there was no process in place to confirm that the number of car park ticket machine cash collections
charged for by the contractor is accurate. It was also noted that collections were not taking place in accordance with the frequency stipulated in

the contract. Weaknesses were also highlighted in the process for taking timely action on non-payment of car park fines.

e Licensing: This audit highlighted the need for performance reporting against targets set out in the Central Licensing Administration Unit (CLAU)
to be more visible; improvements in performance against the target of processing 95% of licences within statutory timescales and for the quarterly

reconciliations stipulated in CLAU's Business Plan to be received by KBC in a timely manner.

e Kettering Training Services: The new programme of Levy funding put in place by the government has led to significant reductions in the take-up
of apprenticeship training country wide. A recent BBC report indicated that, nationwide, apprenticeships had fallen by 26.5 per cent. Kettering
Training Services (KTS) has experienced a significantly greater reduction. Since the start of the contract year, 1/8/17, 15 Levy and 12 non-Levy
apprenticeships were started, the equivalent figure for 2016/17 was 60, a fall of 55%. This has meant that income is projected to have fallen from

£434k in 2016/17 to £279k in 2017/18 and deficit increase from £149k in 2016/17 to £348k in 2017/18.
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Third party assurances

In arriving at our overall Annual Head of Internal Audit Opinion, we have not sought to place reliance on any third party assurances.

Following up of actions arising from our work

All recommendations and agreed actions are subject to an ongoing recommendation tracking process that is facilitated by CW Audit Services, but
completed by the relevant managers responsible for implementing the recommendations. This is undertaken on a self-assessment basis, but is
supplemented by our independent follow-up reviews where this is deemed necessary (for example following the issuance of a limited or moderate
assurance report). A summary of the recommendation tracking results for the 2017/18 year is included as Appendix 2 to this report. In addition
elements of our work involve annual coverage of key areas of control for the organisation, such as in relation to key financial systems, and in such cases

we also routinely follow up previously-agreed actions at each review.
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4 Quality Assurance

All audits have been conducted in accordance with the requirements of the PSIAS, which includes evidenced review by senior management of all audit

files and reports produced. I can confirm that there have been no issues of non-compliance with the PSIAS during the course of the year.

During 2017/18, CW Audit completed an extensive self-assessment against the Public Sector Internal Audit Standards (PSIAS). The Institute of Internal

Auditor’s (IIA) recommended checklist was used to facilitate the self-assessment exercise for the following four key areas of PSIAS:

1. Definition of Internal Auditing
2. Code of ethics
3. Attribute standards

4. Performance standards.

Under the requirements of PSIAS, external quality assessments must be also be conducted at least once every five years by a qualified, independent
assessor or assessment team from outside the organisation. This may be achieved by obtaining a comprehensive external validation of an internal self-

assessment exercise. CW Audit appointed a suitably qualified and experienced external assessor to validate the self- assessment exercise.

Both the self —assessment exercise and the external quality assessment concluded that CWAS Generally Conforms with PSIAS for each of the four key
PSIAS areas. This is the highest rating that can be achieved under the guidelines, which means that the relevant structures, policies and procedures of

CWAS, as well as the processes by which they are applied, comply with the requirements of PSIAS in all material aspects.

A performance improvement plan was produced as part of the self —assessment process and further recommendations were made by the external

assessor that have been incorporated into this plan.
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Levels of Assurance — Individual Audit Assighments

Description of audit

Financial Management & Reporting

Finance Systems — Access & Security

Creditors

Payroll

Capital Accounting

Risk Management

Assurance level

Full

Full

Full

Full
Significant

Property Management Significant
Human Resources — PRD Significant
GDPR Preparedness N/A
Cyber Security Moderate
Income & Payment Systems — Access & Security Significant
Council Tax

Business Rates

Benefits

Anti-Fraud & Corruption Moderate
Emergency Planning Significant
Fleet Management Significant
Street Cleansing Significant
Car Park Income Moderate
Licensing Moderate
Pest Control Significant
Residents Parking Significant
Kettering Training Services Limited
Private Sector Housing Significant
Leasehold Services Significant
Disabled Facilities Grant N/A
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Level of assurance Criteria

Full No significant risk issues identified.

Significant Exposure to levels of risk that may only impair the effectiveness of the system or process under review.

Moderate Exposure to levels of risk that render some elements of the system’s control environment undeliverable.

Limited Exposure to unacceptable level of risk that could have a serious impact upon the system or process under review.

Exposure to unacceptable levels of risk that could have a serious impact upon the organisation as a whole.
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Recommendations made in 2017/18

Summary of Internal Audit Recommendations

Priority Number

1 0
2 10
3 63
4 14
Total 87

Current status of all recommendations due for implementation by 31st March 2018

(N.B. including recommendations made from 2015/16 to 2017/18, but excluding 2017/18 recommendations that fall

implementation after 31°' March 2018)

Priority Number Implemented

Outstanding

Appendix Two

1 0 n/a n/a
2 10 5 5
3 80 60 20
4 18 17 1
Total 108 82 26

Priority 1

Priority 2

Priority 3

Priority 4

OPriority 1
BPriority 2
OPriority 3

@Priority 4

due for

OTotal

Oimplemented

BOutstanding
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Definition of our risk rankings

Risk ranking ‘ Assessment rationale

1 The system has been subject to high levels of risk that have, or could, prevent the system from meeting its objectives, and which may also impact on
the delivery of one or more of the organisation's strategic objectives.
2 The system has been subject to high levels of risk that have, or could, prevent the system from meeting its objectives, but which are unlikely to
impact on any of the organisation's strategic objectives.
3 The system has been subject to medium levels of risk that have, or could, impair the system from meeting its objectives.
4 The system has been subject to low levels of risk that have, or could, reduce its operational effectiveness.
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