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Regulation of Investigatory Powers Act 2000 (RIPA)

1.1 Like all local authorities Kettering Borough Council undertakes functions that require the use of investigation techniques including surveillance.

1.2 These functions include for example investigations into benefit fraud, planning enforcement, environmental health and housing matters.

1.3 Some types of surveillance may breach an individual’s human rights, particularly in respect of Article 8 of the European Convention of Human Rights, Right to respect for private and family life, which provides that:- 

(1) Everyone has the right to respect for his private and family life, his home and his correspondence 

(2)
There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others

1.4 The purpose of RIPA is to ensure that individuals’ rights are protected whilst allowing the Council to target criminals, protect the public from harm and prevent crime.
1.5  RIPA requires local authorities to show that, before they undertake certain types of surveillance, they have considered and balanced the rights of the individual as detailed in paragraph 1 of Article 8 against the limitations of the right contained in paragraph 2. This is done through the use of a system of authorisations. Section  38 of The Protection of Freedoms Act 2012 now means that such authorisations do not come into effect until a Magistrate has made an order of approval. 
1.6 RIPA covers the interception, acquisition and disclosure of communications data (Part I of RIPA); the carrying out of covert surveillance and use of covert human intelligence sources    (Part II); and the investigation of electronic data protected by encryption (Part III). This policy concerns only the carrying out of directed surveillance and use of Covert Human Intelligence Sources (CHIS) 
1.7 RIPA does not cover authorisation for the use of overt CCTV surveillance systems. Members of the public are aware that such systems are in use, for their own protection, and to prevent crime.
1.8  For local authorities RIPA no longer covers crimes which are only punishable by less than a maximum of 6 months imprisonment. See the definition KBC has given to the relevant crime threshold.    Nevertheless it is sensible to record investigations and any consideration given to human rights issues and the necessity and proportionality of any surveillance undertaken as part of an investigation
	Authorising Officer
	This is the person designated, for the purpose of the Act, to grant authorisations for directed surveillance.



	Collateral Intrusion
	This is interference with the privacy of a person other than the surveillance subject.



	Confidential Material
	This consists of:-

Matters subject to legal privilege which includes oral and written communications between a professional legal adviser and his client or any person representing his client, made in connection with the giving of legal advice to the client or in contemplation of legal proceedings and for the purposes of such proceedings, as well as items enclosed with or referred to in such communications.  Communications and items held with the intention of furthering a criminal purpose are not subject to legal privilege where there is evidence that the professional legal advisor is intending to hold or use them for a criminal purpose.

Confidential personal information which is information held in confidence concerning an individual (living or dead) who can be identified from it, and relating to:- 

· his physical or mental health or 

· to spiritual counselling or 

· other assistance given or to be given, 

and which a person has acquire or created in the course of any trade, business, profession or other occupation, or for the purposes of any paid or unpaid office.  

It includes oral and written information and also communications as a result of which personal information is acquired or created.  

Information is held in confidence if:    

· It is held subject to an express or implied undertaking to hold it in confidence; or

It is subject to a restriction on disclosure or an obligation of secrecy contained in existing or future legislation/ Confidential journalistic material which includes material acquired or created for the purposes of journalism and held subject to an undertaking to hold it in confidence, as well as communications resulting in information being acquired for the purposes of journalism and held subject to an undertaking.

	Directed Surveillance
	This is covert surveillance that is not Intrusive (see below), is undertaken for the purposes of a specific investigation in a way that is likely to result in obtaining private information about a person. 



It is covert if it is intended that the subject is unaware that it is taking place. RIPA Section 26 (2)



	Intrusive Surveillance
	This is covert and relates to surveillance taking place on any residential premises or in any private vehicle.  It involves a person on the premises or in a vehicle, or is carried out by a surveillance device.  Kettering Borough Council is not empowered to undertake intrusive surveillance.RIPA Section 26 (3)



	Office of Surveillance Commissioners
	The Commissioners Office is responsible for reviewing our activities carried out under RIPA 2000.  All authorities are subject to review and inspection.  Inspection will cover policy and procedures as well as individual investigations.



	Private Information
	Means any information relating to an individual’s private or family life. RIPA Section 26 (10)



	Private Vehicle
	“Private vehicle” means any vehicle that is used primarily for the private purpose of the person who owns it or of a person otherwise having the right to use it. This does not include a person whose right to use the vehicle derives only from his having paid, or undertaken to pay, for the use of the vehicle and its driver for a particular journey. A vehicle includes any vessel, aircraft or hovercraft. RIPA Section 48(1)
Relevant Crime Threshold 

The criminal  offence which is sought to be prevented or detected  must be punishable  by a maximum term of at least 6  months of imprisonment or be an offence involving the  sale of alcohol or tobacco  to under age children. 



	Residential Premises
	“Residential premises” means any premises occupied or used, however temporarily, for residential purposes or otherwise as living accommodation. RIPA Section 48 (1)
Great care is required as the right to privacy (Article 8 Human Rights Act 1998) can also extend to business premises or residential premises used for business purposes. It is essential that authorising officers should seek legal guidance on this matter prior to authorisation.


Directed Surveillance

3.1 Surveillance will be covert where it is carried out in a manner calculated to ensure that the person or persons subject to the surveillance are unaware that it is or may be taking place.  Directed surveillance may also include the interception of communications where there is no interception warrant and where the communication is sent by or is intended for a person who has consented to the interception. RIPA Section 48 (4)
3.2 Directed surveillance is conducted where it involves the observation of a person or persons with the intention of gathering private information to produce a detailed picture of a person’s life, activities and associations. However, it does not include covert surveillance carried out by way of an immediate response to events or circumstances that, by their very nature, could not have been foreseen. For example, enforcement officers would not require authorisation to conceal themselves and observe a suspicious person who they come across in the course of their normal duties. However the longer the observation continues, the less likely it would be considered to be an immediate response.

3.3 Directed surveillance does not include any type of covert surveillance in residential premises or in private vehicles. Such activity is defined as “intrusive surveillance”. However, where surveillance is carried out by a device designed or adapted principally for the purpose of providing information about the location of a vehicle (a tracking device), the activity is classed as directed surveillance and should be authorised accordingly. 

3.4 Directed surveillance does not include entry or interference with property or wireless telegraphy. 

Intrusive Surveillance

3.6 Local Authorities cannot conduct intrusive surveillance.

3.7
Surveillance is intrusive, only if it is covert surveillance that is carried out in relation to anything taking place on residential premises or in any private vehicle. This kind of surveillance may take place by means either of a person or device located inside residential premises or a private vehicle of the person who is subject to the surveillance or by means of a device placed outside which consistently provides a product of equivalent quality and detail as a product which would be obtained form a device located inside.

3.8 However, it is only “intrusive” if it consistently provides information of the same quality and detail as might be expected to be obtained from a device actually present on the premises or in any private vehicle. Thus, an observation post outside premises, which provides a limited view and no sound of what is happening inside the premises would not be considered as intrusive surveillance.

Authorisation of Surveillance

4.1 Written authorisations must be completed whenever an investigation involves the use of Directed Surveillance.  This provides lawful authority to  seek an approval order from a magistrate. Authorisation must be sought before surveillance is undertaken. 

4.2
All applications for authorisation of Directed Surveillance must be in writing and record:

· the grounds on which authorisation is sought. At Kettering Borough Council the only ground for authorisation is for the detection of crime or prevention of disorder, 
· consideration of why the Directed Surveillance is proportionate to what it seeks to achieve. This includes detailing and addressing the specific circumstances of the case including how the surveillance would assist the investigation;

· the identity or identities, where known, of those to be the subject of Directed Surveillance;

· the action to be authorised and level of authority required;

· an account of the investigation or operation (including full details of where the surveillance is to take place);

· an explanation of the information which it is desired to obtain as a result of the authorisation;

· any potential for collateral intrusion, based on an assessment of this against the proposed surveillance; and

· the likelihood of acquiring any confidential material.

Standard Document: See Appendix 2, form A1 - Authorisation Form

4.3
Those carrying out the covert surveillance should inform the authorising officer if the operation/investigation unexpectedly interferes with the privacy of individuals who are not the original subjects of the investigation or covered by the authorisation in some other way. In some cases the original authorisation may not be sufficient and consideration should be given to whether a separate authorisation is required.

4.4
Any person giving an authorisation should first satisfy him/herself that the authorisation is necessary on particular grounds and that the surveillance is proportionate to what it seeks to achieve.

4.5
Authorisation should only be granted if the authorising officer believes that the authorisation is necessary for the purpose of preventing or detecting crime or preventing disorder; 
4.6
The fullest consideration should be given in cases where the subject of the surveillance might reasonably expect a higher degree of privacy, for instance in his/her home, or where there are special sensitivities, such as where the surveillance may give access to confidential material or communications between a minister of any religion or faith and another individual relating to that individual’s spiritual welfare.  

4.7
An authorisation should not be sought or obtained where the sole purpose of the authorisation is to obtain legally privileged material. However, an authorisation may be appropriate for other purposes but which, incidentally, catches legally privileged material.

4.8
Particular consideration should be given to collateral intrusion on or interference with the privacy of persons other than the subject(s) of surveillance. Such collateral intrusion or interference would be a matter of greater concern in cases where there are special sensitivities, for example in cases of premises used by lawyers or for any form of medical or professional counselling or therapy.

4.9
An authorisation request should include assessment of any collateral intrusion or interference. This will be taken into account by the authorising officer, particularly when considering the proportionality of the surveillance.

4.10 Directed surveillance undertaken by the Council requires the written approval of those post holders identified in 4.13 of this document.


4.11 Review dates must be included in the authorisation request and be considered by the authorising officers before the authorisation is granted.

4.12
Authorising officers should not be responsible for authorising their own activities, i.e. those directly involved in undertaking surveillance.

4.13
The following table identifies appropriate authorisation levels in accordance with the Council’s Delegation Scheme as contained in Part 3 of the Council’s Constitution:-
Functions delegated by the Executive to:-

To authorise directed surveillance and the use of Covert Human Intelligence Sources under the Regulation of Investigatory Powers Act 2000 in respect of:-

	Chief Executive (or in his absence a Deputy Chief Executive)
	All matters where Confidential Material is sought to be obtained or use is to be made of a vulnerable person or a juvenile as a CHIS

	
	

	
	

	Deputy Chief Executive
(Graham Soulsby at 29/5/15)
	All matters capable of authorisation other than those for which the Chief Executive is responsible

	
	

	
	

	
	

	Head of Housing

(John Conway at 29/5/15)
	All matters capable of authorisation other than those for which the Chief Executive is responsible 



	Head of Income and Debt Management

(Julie Trahern at 29/5/15)
	All matters capable of authorisation other than those for which the Chief Executive is responsible


Duration of authorisations

4.15
A written authorisation will cease to have effect at the end of a period of three months beginning with the day on which it took effect. 

Renewals

4.17
If at any time before an authorisation would cease to have effect, the authorising officer considers it necessary for the authorisation to continue for the purpose for which it was given, he/she may renew it in writing for a further period of three months, beginning with the day when the authorisation would have expired but for the renewal. 

Authorisations may be renewed more than once, provided they continue to meet the criteria for authorisation. To be effective renewals must also obtain an approval order from a magistrate. 
4.18
All requests for the renewal of an authorisation for Directed Surveillance must record:

· whether this is the first renewal or every occasion on which the authorisation has been renewed previously;

· the information required in the original request for an authorisation, as listed in section 4.2 above together with;

· any significant changes to the information in the previous authorisation;

· why it is necessary to continue with the surveillance;

· the content and value to the investigation or operation of the information so far obtained by the surveillance;

· an estimate of the length of time the surveillance will continue to be necessary.

Standard Document: See Appendix 2, form A2  - Renewal Form

Cancellations

4.19
The authorising officer must cancel an authorisation if he/she is satisfied that the Directed Surveillance no longer meets the criteria for authorisation. Where the authorising officer is no longer available, this duty will fall on the Monitoring Officer.


Standard Document: See Appendix 2, form A3  - Cancellation Form

4.20
Authorisations for Directed Surveillance, and any subsequent renewals and cancellations, are subject to review by the Government appointed Surveillance Commissioner.

Reviews

4.21
Authorising officers will review all “Directed Surveillance” applications and authorisations that they have granted on a monthly basis.

4.22    Reviews of an authorisation for Directed Surveillance must record:

· any significant changes to the information in the previous authorisation;

· why it is necessary to continue with the surveillance;

· the content and value to the investigation or operation of the information so far obtained by the surveillance;

· an estimate of the length of time the surveillance will continue to be necessary.

Standard Document: See Appendix 2,  form A4 - Monthly Review Form

Refusals

4.23
All refusals to grant authority to undertake Directed Surveillance must be recorded and retained for inspection whether refused by an authorising officer or a magistrate.

Breach of RIPA

4.24 Evidence gathered where RIPA has not been complied with will not be admissible in Court and could lead to a challenge under Article 8 of the Human Rights Act, .

Covert Human Intelligence Sources
5.1 A covert human intelligence source (CHIS) is a person who establishes or maintains a relationship with another person to covertly obtain information, or discloses information obtained by the use of the relationship covertly. Use of a CHIS by Kettering Borough Council is likely to be exceptional but might occur, for example, where an employee of a company engaged in fly tipping can obtain information relevant to the enquiry.

5.2 Use of a CHIS is subject to similar authorisation review, cancellation and review procedures as the use of directed surveillance. However there are additional requirements stemming from the need to have regard to the welfare of the source and the need to keep detailed records of the use of the source. Particulars of the records to be kept are set out in section 7 below. There is also the requirement of obtaining an approval order from a magistrate. 
5.3 When a CHIS is used 2 officers of the council must be designated to perform the functions referred to in section 29(5) (a) and (b) of RIPA namely

· An officer with responsibility for the day to day management of the source. (at the rank of Team Leader or above); and

· An officer with general oversight of the use of the source. (at the rank of Team Leader or above).

5.4 At the time of authorisation of the use of a CHIS and at the time of any subsequent review or renewal the authorising officer must have regard to the welfare of the CHIS.

5.5 It is important to appreciate that where confidential information is likely to be obtained through use of a CHIS or where a juvenile or vulnerable person is to be a CHIS only the Chief Executive can give authorisation. Furthermore no such authorisation can be for longer than 1 month. It is not envisaged that such use of a CHIS by Kettering Borough Council will ever occur. If an investigating officer nevertheless considers it necessary he should first explore the possibility of referring the matter to the Police or the Department of Work and Pensions. If that is not possible he should consult with the Monitoring Officer.
5.6 Obtaining an Approval Order from a Magistrate- Directed Surveillance 
5.7   Having obtained internal authorisation, the grant of authority does not take effect until such time, if any, as a magistrate has made an order approving the authorisation. 

5.8   When applying to the Magistrate for an approval order the Council is not required to give notice to any one.

5.9  If the magistrate refuses to approve the authorisation he may make an order quashing  the authorisation.  

5.10 To grant an approval order  the magistrate must be satisfied a) that at the time of the grant there were reasonable grounds for believing that the surveillance was both necessary for the purposes for which it was authorised and proportionate,  and b)  that there remain reasonable grounds at the time of his consideration that the surveillance is both necessary for the purposes for which it was authorised and proportionate, and c) that the individual authorising the surveillance is a person  lawfully designated by the Council as an authorising Officer for such authorisations.  
6 Practical Application in Kettering Borough Council

6.1 Every investigating officer must consider before taking any step in an investigation whether that step will involve Directed Surveillance or use of a Covert Human Intelligence Source.

6.2 Use of a CHIS will be highly exceptional. Where the investigating officer considers that that is necessary he must seek the express consent of the Monitoring Officer before proceeding. 

6.3 Where the investigating officer believes that Directed surveillance is necessary he must consider whether the surveillance will be in private residential premises, in a vehicle, or might in any other way amount to intrusive surveillance. If that is the case he must not proceed. The only alternative if such surveillance is essential is referral to another investigating authority not prohibited from such surveillance.

6.4 The form must be completed with due consideration. Inserting standard phrases by  “cutting and pasting” is not acceptable or appropriate. The form must disclose that the circumstances of the case, the necessity for the surveillance and its proportionality have been individually considered.

6.5 It must then be referred to the authorising officer and signed  and the authorisation approved by a magistrate, before the surveillance commences.  The authorising officer must himself consider the whole of the authorisation form, including the review timetable. He must then complete the relevant sections setting out why he is satisfied that the surveillance is necessary and proportionate. Again the form must show why he is so satisfied. Short abbreviated phrases such as “satisfied proportional” are not acceptable. 

6.6 On receipt of the authorisation the investigating officer must diarise the expiry of the authorisation and the reviews.

6.7 The investigating officer must regularly monitor his diary to ensure that surveillance ceases prior to expiry of an authorisation or is renewed prior to expiry.

6.8 On completion of the surveillance a form of cancellation of the surveillance must be completed and signed.

6.9 In all cases of renewal review or cancellation the unique reference number for the surveillance issued at the time of the original authorisation must be quoted.

6.10 The originals of all authorisations, reviews, renewals and cancellations must be filed with the Monitoring Officer immediately.

Records - Directed surveillance

7.1 
All documentation regarding Directed Surveillance should be treated as confidential and should be kept accordingly.


A central record of all authorisations, reviews, renewals and cancellations is maintained by the Monitoring Officer. The Order by the Magistrate should also be part of the central record. A central record  This is an important part of ensuring that the provisions of the Act are complied with.  Accordingly the original of all such documents must be passed to him.  He will allocate a unique reference number to all authorisations and pass this back to authorising officers.  No authorisation can be signed before this unique number has been applied. All subsequent reviews, renewals and cancellations must bear this number. 

7.2 
Records should be maintained for a period of at least five years from the ending of the authorisation. Where it is believed that the records could be relevant to pending or future criminal proceedings, they should be retained for a suitable period, commensurate to any subsequent review.

7.3 
If there is any reason to believe that the results obtained during the course of investigation might be relevant to that investigation or to another investigation or to pending or future civil or criminal proceedings then it should not be destroyed but retained in accordance with established disclosure requirements. Particular attention is drawn to the requirements of the Code of Practice issued under the Criminal Procedure and Investigations Act 1996, which requires that material should be retained if it forms part of the unused prosecution material gained in the course of an investigation, or which may be relevant to an organisation.

7.4 
Authorising officers are reminded of the importance of safeguarding confidential and sensitive information. They must also ensure compliance with the appropriate data protection requirements and any relevant codes of practice produced by individual authorities in the handling and storage of material.  Where material is obtained by surveillance, which is wholly unrelated to a criminal or other investigation or to any person who is subject of the investigation, and there is no reason to believe it will be relevant to future civil or criminal proceedings, it should be destroyed immediately. Consideration of whether or not unrelated material should be destroyed is the responsibility of the authorising officer.

7.5 
Each Service undertaking Directed Surveillance must ensure that adequate arrangements are in place for the secure handling, storage and destruction of material obtained through the use of covert surveillance.

7.6 
There is nothing in the 2000 Act that prevents results obtained through the proper use of the authorisation procedures from being used on other Council Investigations. 
However, the disclosure outside of surveillance results obtained by means of covert surveillance and its use for other purposes should be authorised only in the most exceptional circumstances. Before doing so the authorising officer must be satisfied that the release of material, outside of the Council, complies with and meets Human Rights Act requirements.

7.7 
The authorising officer is responsible for ensuring that arrangements exist for ensuring that no information is stored by the authority, except in so far as is necessary for the proper discharge of its functions.  Such persons are also responsible for putting arrangements in place to ensure that no information is disclosed except in specified circumstances e.g. where it is necessary for the proper discharge of the authority’s functions, for the purpose of preventing or detecting serious crime of for the purpose of any criminal proceedings.

7.8 
A copy of all authorisations must be sent to the Monitoring Officer who is responsible for maintaining the central record and ensuring that the Act is being complied with.

7.9 
Authorisation forms are also open to inspection by the Office of Surveillance Commissioners.


7.10 Covert Human Intelligence sources

There are separate and specific record keeping requirements under section 29(5) of the Act where use is made of a CHIS. These are:

· The identity of the source

· The identity where known used by the source

· Any relevant investigating authority other than the authority maintaining the records. This might apply for instance in Housing Benefit investigations where the Department of Work and Pensions is also investigating Income Support fraud.

· The means by which the source is referred to within each relevant investigating authority

· Any other significant  information concerned with the security and welfare of the source

· Any confirmation by a person granting or renewing an authorisation that risks to the security and welfare of the source have been explained to him and understood

· The date and circumstances in which the source was recruited

· The identity of the persons with responsibilities for the source under sections 29(5)(a) to (c) of the Act

· The periods in which they have discharged their responsibilities

· The Tasks given to the source and the demands made on him

· All contacts between the source and a person acting on behalf of a relevant investigatory authority

· The information obtained by the use of the source

· Any dissemination of such information

· In the case of a source who is not an undercover operative all payments and benefits made in respect of the source’s activities
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